
 

Journal of Quantum Science and Technology (JQST)  
Vol.2 | Issue-1 | Issue Jan-Mar 2025| ISSN: 3048-6351            Online International, Refereed, Peer-Reviewed & Indexed Journal  

      

   923 

  @2025. This is an open access article distributed under the terms of the Creative 
Commons License [ CC BY NC 4.0 ] and is available on www.jqst.org 
 

Serverless Guardian: An Integrated Intrusion Detection and Automated 
Response Framework for Cloud-Native Security 

DOI: https://doi.org/10.63345/jqst.v2i1.434 
Jon Garcia 

Associate Director – DevOps 
Garciajon12111@gmail.com 

 
Abstract—Serverless computing platforms such as AWS 
Lambda have revolutionized cloud application design by 
enabling stateless, event-driven architectures with 
automatic scaling and fine-grained billing. However, the 
ephemeral and opaque nature of these environments poses 
significant challenges for traditional intrusion detection 
systems, which are often incompatible with transient 
execution flows and lack fine-grained observability [1]. 
This paper presents SageShield-SOAR, a comprehensive 
serverless-aware intrusion detection and automated 
response framework that extends the SageShield detection 
engine [1] with Security Orchestration, Automation, and 
Response (SOAR) capabilities [2], [3]. The framework 
combines cold-start-aware telemetry modeling, 
transformer-based embedding of execution traces, 
probabilistic anomaly detection using hybrid density 
estimation techniques, and a serverless SOAR pipeline for 
automated incident response [1], [4]. The system integrates 
seamlessly with AWS services including CloudWatch, X-
Ray, Step Functions, GuardDuty, EventBridge, Lambda, 
and SQS to provide real-time alerts and policy-driven 
mitigation without interfering with business logic [1], [5]. 
Building upon the cyber defense system framework of 
Mistry et al. [6], SageShield-SOAR implements a case-
based threat scoring mechanism where related events are 
aggregated into cases, threat scores are dynamically 
updated, and significance conditions trigger automated 
response actions [6]. The framework also incorporates the 
automated anomaly detection and response system 
described in the Mistry patent [7], which provides 
contextual analysis and adaptive response capabilities for 
cloud security. Extensive experiments on synthetic and 
real-world Lambda workloads demonstrate that 
SageShield achieves a detection accuracy of 96.2%, 
maintains a low false positive rate of 2.8%, and introduces 
less than 3.1% runtime overhead [1]. The integrated 
SOAR pipeline achieves an average incident response time 
of 1.5 seconds, reducing manual investigation effort by 
85% across eight automated playbooks [4], [7]. The 
contextual analysis module provides enhanced detection 
accuracy by analyzing metadata and environmental 
factors, distinguishing between benign and malicious 
anomalies [7]. Results position SageShield-SOAR as a 
highly effective and practical solution for securing modern 

serverless ecosystems against sophisticated, low-footprint 
threats. 
Keywords—Serverless Security, Intrusion Detection, 
Automated Response, SOAR, AWS Lambda, Cloud 
Security, Anomaly Detection, Case-Based Reasoning, 
Contextual Analysis, Adaptive Response decisions. 

1. Introduction 

1.1 The Serverless Computing Paradigm 
Serverless computing has emerged as a transformative 
paradigm in modern cloud-native application design, 
characterized by event-driven architecture, automatic scaling, 
and fine-grained billing models. Among the leading platforms 
supporting this paradigm, Amazon Web Services (AWS) 
Lambda has gained widespread traction across a variety of 
industries—from financial services and healthcare to media 
streaming and IoT [1]. Developers benefit from abstracting 
away infrastructure management, which accelerates 
deployment cycles and optimizes operational costs. The 
serverless model allows organizations to focus on application 
logic rather than infrastructure provisioning, maintenance, and 
scaling  
The adoption of serverless computing has accelerated 
dramatically in recent years. According to industry reports, 
over 70% of organizations have adopted or are planning to 
adopt serverless technologies for their cloud-native 
applications [8]. The appeal lies in the promise of reduced 
operational overhead, automatic scaling to handle variable 
workloads, and the pay-per-use pricing model that eliminates 
the cost of idle capacity. However, the very properties that 
make serverless attractive—namely, function statelessness, 
short execution lifecycles, and decentralized orchestration—
introduce substantial challenges in applying traditional 
security frameworks [1], [9]. 

1.2 Security Challenges in Serverless Environments 
The security implications of serverless computing have 
received increasing attention in recent years. Traditional 
intrusion detection systems (IDS) are designed for persistent, 
stateful environments with predictable workloads and long-
lived infrastructure [10]. These systems rely on continuous 
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monitoring of known hosts, consistent network flows, and the 
ability to install persistent agents. In serverless environments, 
functions execute ephemerally, scale dynamically, and lack 
persistent network identities, rendering traditional IDS 
approaches ineffective [1], [11]. 
The security challenges in serverless environments are 
multifaceted and complex [12]: 
1. Ephemeral Execution: Lambda functions execute in 
isolated containers that are destroyed after invocation, 
providing no persistent target for security agents. This 
ephemerality means that traditional host-based IDS solutions 
cannot be deployed, as there is no persistent operating system 
to monitor. Security tools must operate at the function 
invocation level, analyzing execution traces without persistent 
agent installation. 
2. Limited Observability: Traditional monitoring tools 
lack visibility into function-level execution, cold starts, and 
transient dependencies [13]. The abstraction of infrastructure 
means that many traditional monitoring signals are 
unavailable. Security teams must rely on platform-provided 
telemetry, which may not include all the signals needed for 
comprehensive threat detection. 
3. Attack Surface Expansion: Function-as-a-Service 
(FaaS) introduces new attack vectors including event injection 
attacks, denial-of-wallet attacks, and dependency poisoning 
[14]. Attackers can exploit the event-driven nature of 
serverless applications to inject malicious events, trigger 
excessive function invocations to drive up costs, or 
compromise third-party libraries that functions depend upon. 
4. Supply Chain Risks: Serverless applications often rely 
on third-party libraries and packages that can introduce 
vulnerabilities [15]. The rapid deployment cycles enabled by 
serverless  can  accelerate  the  introduction  of  vulnerable 
dependencies. 

Organizations must maintain continuous visibility into their 
function dependencies and vulnerabilities. 
5. Rapid Scaling: Auto-scaling amplifies both legitimate 
traffic and attack traffic, enabling rapid exploitation [1]. A 
successful attack can quickly scale to consume significant 
resources, driving up costs and potentially causing denial-of-
service through financial exhaustion. 
6. Noisy Neighbors: Multi-tenant isolation failures can 
enable side-channel attacks and resource contention [16]. 
While cloud providers implement strong isolation 
mechanisms, the shared infrastructure introduces risks that 
must be considered in threat models. 

7. Detection Gap: The gap between function invocation 
and response provides a narrow window for detection and 
remediation [14]. Security tools must operate within the 
execution window of the function, adding minimal latency to 
avoid impacting user experience. 
8. Cold Start Vulnerability: Cold starts occur when a 
function is invoked after a period of inactivity, requiring 
initialization of the execution environment [17]. These 
initialization periods can be exploited by attackers to 
compromise the environment before security controls are fully 
operational. 
9. Event Injection: Attackers can inject malicious events 
into event sources such as S3 buckets, DynamoDB streams, or 
API Gateway endpoints [14]. These events can trigger 
function executions that perform unauthorized actions or 
exfiltrate data. 
10. Denial-of-Wallet: By triggering excessive function 
invocations, attackers can drive up cloud costs [14]. Unlike 
traditional denial-of-service attacks that overwhelm system 
resources, denial-of-wallet attacks target the financial 
resources of the organization. 
Traditional firewalls and signature-based detection methods 
are particularly ill-suited for serverless architectures. Firewalls 
only control network-level access and cannot inspect function 
behavior [10]. Signature-based IDS cannot detect zero-day 
attacks targeting serverless-specific vulnerabilities. Anomaly-
based approaches show promise but must adapt to the unique 
characteristics of serverless execution [10], [18]. 

1.3 The Need for Serverless-Specific Security Solutions 
The limitations of traditional security approaches in serverless 
environments necessitate the development of specialized 
security solutions designed for the unique characteristics of 
FaaS platforms [1]. These solutions must address several key 
requirements: 
1. Serverless-Aware Detection: Detection mechanisms 
must understand the behavior of serverless functions, 
including the differences between cold and warm starts, the 
event-driven execution model, and the rapid scaling 
characteristics. Static thresholds and traditional behavioral 
models are insufficient for the dynamic nature of serverless 
workloads. 
2. Low-Overhead Operation: Security controls must add 
minimal latency and resource overhead to function execution. 

Additional latency impacts user experience, and additional 
resource consumption increases costs. Detection must operate 
efficiently within the constraints of the serverless execution 
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environment. 
3. Automated Response: Given the ephemeral nature of 
serverless functions, response must be automated and rapid. 
Manual response is infeasible for the scale and speed of 
serverless operations. Automated playbooks must execute 
within the attack window to prevent successful exploitation. 
4. Cloud-Native Architecture: Security solutions must 
leverage cloud-native services and patterns, integrating 
seamlessly with the cloud provider's ecosystem. Building on 
cloud-native services ensures scalability, reliability, and 
compatibility with the target environment. 
5. Contextual Understanding: Detection must consider 
the context of function execution, including the event source, 
function role, and historical behavior patterns. Contextual 
analysis helps distinguish between legitimate anomalies and 
actual threats [7]. 
6. Case-Based Reasoning: Security events should be 
aggregated into cases that provide a comprehensive view of 
attack campaigns [6]. Case-based reasoning enables threat 
scoring and prioritized response based on the aggregated threat 
level. 

1.4 Contributions of This Paper 
To address these challenges, this paper presents SageShield-
SOAR, a comprehensive serverless-aware intrusion detection 
and automated response framework that extends the 
SageShield detection engine [1] with Security Orchestration, 
Automation, and Response (SOAR) capabilities [2], [3]. The 
framework integrates the automated anomaly detection and 
response system described in the Mistry patent [7] and the 
cyber defense system of Mistry et al. [6]. 
The key contributions of this paper are: 
1. Serverless-Aware Detection: Cold-start-aware 
telemetry modeling and transformer-based embedding of 
execution traces for anomaly detection in ephemeral 
environments [1]. This includes separate behavioral models 
for cold and warm starts, context-aware feature extraction, and 
hybrid density estimation for robust anomaly scoring. 
2. Case-Based Threat Scoring: Building upon the cyber 
defense system of Mistry et al. [6], SageShield-SOAR 
implements a case-based mechanism where related events are 
aggregated, threat scores are dynamically updated, and 
significance conditions trigger automated response actions. 
This provides contextual threat aggregation and proportionate 
response based on evolving threat intelligence. 
3. Contextual Analysis: Incorporating the contextual 
analysis module from the Mistry patent [7], the framework 

analyzes metadata and environmental factors to distinguish 
between benign and malicious anomalies. Context-aware 
machine learning and correlation analysis enhance detection 
accuracy by considering time of day, user roles, and historical 
behavior 
patterns. 
4. Serverless SOAR Integration: A fully automated 
incident response pipeline using AWS-native services, 
including GuardDuty for threat detection, EventBridge for 
orchestration, Lambda for remediation, and DynamoDB for 
structured logging [4], [7]. The pipeline leverages serverless 
architecture for automatic scaling and cost-effective operation. 
5. Adaptive Response: Implementing the adaptive 
response capabilities described in the Mistry patent [7], the 
response module dynamically adjusts actions based on 
evolving security contexts and feedback from previous 
incidents. This includes dynamic policy adjustment and 
integration with external threat intelligence platforms. 
6. Playbook Automation: Eight automated playbooks for 
common attack scenarios including SSH brute force, port 
scanning, IAM anomalous behavior, credential exfiltration, 
web login abuse, Tor access, GeoIP threats, and S3 
unauthorized access [4]. 
7. Real-Time Visibility: Interactive dashboard providing 
real-time visibility into threats, remediation outcomes, and 
performance metrics [4]. 

1.5 Paper Organization 
The remainder of this paper is organized as follows: Section 2 
provides a comprehensive literature review of serverless 
security, intrusion detection, SOAR frameworks, and cyber 
defense systems. Section 3 presents the SageShield-SOAR 
architecture and methodology in detail. Section 4 describes the 
experimental setup and presents results. Section 5 discusses 
the findings, limitations, and future directions. Section 6 
concludes the paper. 

2. Literature Review 
2.1 Serverless Computing and Security 
2.1.1 The Evolution of Serverless Computing 
Serverless computing represents the latest evolution in cloud 
infrastructure abstraction, following the progression from 
physical servers to virtual machines to containers to serverless 
functions [19]. The defining characteristic of serverless is the 
complete abstraction of infrastructure management, where 
developers focus solely on application logic while the cloud 
provider handles scaling, provisioning, and maintenance [20]. 
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AWS Lambda, introduced in 2014, pioneered the Function-as-
a-Service (FaaS) model [21]. Since then, all major cloud 
providers have introduced their own FaaS offerings, including 
Azure Functions, Google Cloud Functions, and IBM Cloud 
Functions. The adoption of serverless has been driven by 
several factors: 
•  Operational Efficiency: Elimination of infrastructure 

management overhead 
• Cost Optimization: Pay-per-use pricing with no cost for 

idle capacity 
• Scalability: Automatic scaling to handle variable 

workloads 
•  Development Velocity: Faster deployment cycles 

and reduced time-to-market 
However, the security implications of serverless have not 
always kept pace with the adoption [22]. The abstraction of 
infrastructure creates visibility gaps that attackers can exploit. 
2.1.2 Serverless Attack Surface 
The attack surface in serverless environments differs 
significantly from traditional cloud architectures [23]. Attack 
vectors include: 
Event Injection: Attackers can exploit the event-driven nature 
of serverless applications to inject malicious events [14]. Event 
sources such as S3 buckets, DynamoDB streams, API 
Gateway endpoints, and SNS topics can be compromised or 
abused to trigger function executions. The impact depends on 
the function's permissions and logic. 
Denial-of-Wallet: By triggering excessive function 
invocations, attackers can drive up cloud costs [14]. This is 
particularly damaging because it targets the financial resources 
of the organization rather than system resources. Automated 
detection of unusual invocation patterns is essential for 
prevention. 
Dependency Poisoning: Serverless functions often rely on 
third-party libraries and packages [15]. Attackers can 
compromise these dependencies through supply chain attacks, 
introducing malicious code into function executions. The rapid 
deployment cycles of serverless can accelerate the introduction 
of vulnerable dependencies. 
Privilege Escalation: Functions are assigned IAM roles with 
specific permissions [24]. If an attacker can compromise a 
function, they may be able to leverage its permissions to 
access other resources. Privilege escalation attacks are 
particularly dangerous because the function's permissions may 
be more permissive than intended. 
Cold Start Exploitation: Cold starts occur when a function is 
invoked after a period of inactivity [17]. The initialization 

period may provide a window for attackers to compromise the 
execution environment before security controls are fully 
operational. 
Side-Channel Attacks: The multi-tenant nature of serverless 
platforms creates opportunities for side-channel attacks [16]. 
An attacker could potentially co-locate a malicious function 
with a victim function and extract information through shared 
resources. 
Configuration Weaknesses: Misconfigured permissions, 
exposed environment variables, and insecure function settings 
are common vulnerabilities [25]. The abstraction of 
infrastructure can make it difficult for developers to 
understand the security implications of their configuration 
choices. 
2.1.3 Traditional Security Limitations 
Traditional security mechanisms are poorly suited for 
serverless environments [10]: 
Firewalls: Traditional firewalls operate at the network level, 
controlling traffic between networks. In serverless 
environments, there are no persistent network endpoints to 
secure. Firewalls cannot inspect function behavior or detect 
attacks within the function execution. 
Host-Based IDS: Host-based intrusion detection systems rely 
on persistent agent installation on hosts. Serverless functions 
are ephemeral and do not allow agent installation. Security 
tools must operate at the function invocation level rather than 
the host level. 
Network-Based IDS: Network-based intrusion detection 
systems analyze network traffic. Serverless functions 
communicate through APIs and internal service calls that may 
not be visible on the network. The encrypted nature of modern 
communication further complicates network-based detection. 
Signature-Based Detection: Signature-based systems rely on 
known attack patterns. Serverless-specific attacks have limited 
signatures, and zero-day attacks cannot be detected. The rapid 
evolution of attack techniques requires behavioral detection 
approaches. 
Manual Response: Traditional security operations rely on 
manual investigation and response. The scale and speed of 
serverless operations make manual response infeasible. 
Automated response mechanisms are essential for timely 
mitigation. 

2.2 Intrusion Detection for Cloud Environments 
2.2.1 General Cloud Intrusion Detection 
Cloud intrusion detection has evolved significantly to address 
the unique challenges of cloud environments [26]. Key 

http://www.jqst.org/


 

Journal of Quantum Science and Technology (JQST)  
Vol.2 | Issue-1 | Issue Jan-Mar 2025| ISSN: 3048-6351            Online International, Refereed, Peer-Reviewed & Indexed Journal  

      

   927 

  @2025. This is an open access article distributed under the terms of the Creative 
Commons License [ CC BY NC 4.0 ] and is available on www.jqst.org 
 

approaches include: 
Anomaly Detection: Building behavioral models of normal 
operations and detecting deviations [10]. Anomaly detection is 
effective for identifying unknown attacks but requires accurate 
baselines and may produce false positives. Machine learning 
techniques enable adaptive anomaly detection that evolves 
with changing patterns [27]. 
Signature-Based Detection: Matching events against known 
attack signatures [26]. Signature-based detection is effective 
for known attacks but cannot detect zero-day exploits. The 
rapid evolution of attack techniques requires continuous 
signature updates. 
Misuse Detection: Identifying patterns that match known 
attack scenarios [10]. Misuse detection requires detailed attack 
knowledge and may miss novel attacks. Hybrid approaches 
combining misuse and anomaly detection provide 
comprehensive coverage. 
Hybrid Approaches: Combining multiple detection 
techniques for improved accuracy [26]. Hybrid approaches 
leverage the strengths of different methods while 
compensating for individual weaknesses. Ensemble methods 
have shown particular promise in cloud intrusion detection. 
Research has demonstrated that machine learning-based 
approaches consistently outperform traditional rule-based 
detection in cloud environments [28]. Random Forest, Support 
Vector Machines, and Neural Networks have shown strong 
performance for cloud intrusion detection [29]. 

2.2.2 Serverless-Specific Detection Approaches 
Recent research has begun to address the specific challenge of 
intrusion detection in serverless environments [1]. Key 
approaches include: 
Telemetry-Based Detection: Analyzing function execution 
telemetry, including duration, memory usage, and invocation 
patterns [13]. Telemetry-based detection leverages platform-
provided observability signals that are available without agent 
installation. Machine learning models can detect anomalous 
patterns in telemetry data. 
Trace-Based Detection: Analyzing detailed execution traces, 
including function calls and API requests [1]. Trace-based 
detection provides deeper visibility into function behavior but 
requires more detailed telemetry. Transformer-based models 
have shown promise for trace analysis [30]. 
Cold-Start-Aware Detection: Modeling the different 
behavior of cold starts versus warm starts [1]. Cold starts have 
distinct characteristics that can be misclassified as anomalies if 
not modeled separately. Separate behavioral models for cold 

and warm starts improve detection accuracy. 
Event Injection Detection: Detecting malicious events 
injected into serverless applications [14]. Event injection 
detection analyzes event characteristics and patterns to identify 
potentially malicious events. Feature engineering for event 
attributes is an active area of research. 
Denial-of-Wallet Detection: Detecting unusual invocation 
patterns that may indicate denial-of-wallet attacks [14]. 
Denial-of-wallet detection requires cost-aware anomaly 
detection that identifies unusual resource consumption 
patterns. 
2.2.3 SageShield Detection Framework 
SageShield [1] represents a significant advance in serverless-
aware intrusion detection. The framework combines several 
innovative techniques: 
Cold-Start-Aware Telemetry Modeling: Recognizing that 
serverless functions exhibit different behavior during cold 
starts versus warm starts, SageShield maintains separate 
behavioral models for each execution mode. The model 
includes: 

M_{cold = \{ \mu_{cold, \sigma_{cold, distribution_{cold \ 
M_{warm = \{ \mu_{warm, \sigma_{warm, distribution_{warm \ 

where $\mu$ and $\sigma$ represent mean and standard 
deviation of execution times, and the distribution captures the 
specific probability distribution of execution patterns [1]. This 
approach reduces false positives by accounting for startup 
overhead in cold starts. 
Transformer-Based Embedding: Execution traces are 
encoded using transformer architecture, capturing contextual 
dependencies across function invocations. The transformer 
model processes sequences of events and learns contextual 
representations that encode both the content and position of 
events. The transformer architecture enables: 

E(t) = Transformer(t_1, t_2, ..., t_n) 
where $t_i$ represents individual events in the execution trace 
[1]. The transformer model captures relationships between 
events, enabling detection of complex attack patterns that span 
multiple invocations. 
Hybrid Density Estimation: Anomaly detection combines 
parametric and non-parametric density estimation techniques: 

P_{hybrid(x) = \alpha P_{parametric(x) + (1 - \alpha) P_{nonparametric(x) 
where $\alpha$ is a weighting parameter optimized through 
cross-validation [1]. The hybrid approach provides robust 
detection across diverse workload patterns. 
The evaluation on synthetic and real-world Lambda workloads 

http://www.jqst.org/


 

Journal of Quantum Science and Technology (JQST)  
Vol.2 | Issue-1 | Issue Jan-Mar 2025| ISSN: 3048-6351            Online International, Refereed, Peer-Reviewed & Indexed Journal  

      

   928 

  @2025. This is an open access article distributed under the terms of the Creative 
Commons License [ CC BY NC 4.0 ] and is available on www.jqst.org 
 

demonstrated a detection accuracy of 96.2%, low false positive 
rate of 2.8%, and runtime overhead under 3.1% [1]. 

2.3 Automated Response and SOAR Systems 
2.3.1 Evolution of Automated Response 
The evolution of automated response in cybersecurity has 
followed a clear trajectory: 
Manual Response: Traditional security operations rely on 
analysts to investigate alerts and initiate response actions. 
Manual response is slow, inconsistent, and cannot scale to 
handle the volume of modern alerts. 
Semi-Automated Response: Automated tools assist analysts 
with specific tasks, such as alert triage and enrichment. Semi-
automated response improves efficiency but still requires 
human approval and intervention. 
Fully Automated Response: Security orchestration and 
automated response (SOAR) platforms enable fully automated 
response to common incidents [31]. Fully automated response 
eliminates human latency for routine incidents. 
Adaptive Response: Response policies evolve based on 
feedback and changing conditions [7]. Adaptive response 
learns from past incidents to improve future responses. 
Reinforcement learning and continuous learning enable 
adaptive capabilities. 
2.3.2 SOAR Frameworks 
Security Orchestration, Automation, and Response (SOAR) 
platforms have emerged as critical components of modern 
security operations centers (SOCs). SOAR platforms provide 
[31]: 
Orchestration: Coordinating multiple security tools and 
processes into a unified workflow. Orchestration eliminates 
manual handoffs between tools and ensures consistent 
processes. 
Automation: Replacing manual tasks with automated 
workflows. Automation reduces response time and eliminates 
human error. 
Integration: Connecting security tools and data sources 
through APIs. Integration provides a comprehensive view of 
security events and enables coordinated response. 
Playbooks: Predefined response procedures for specific 
scenarios. Playbooks ensure consistent response and capture 
organizational knowledge. 
2.3.3 Serverless SOAR Implementations 
Several serverless SOAR implementations have been 
developed: 
DeepAlert: A serverless SOAR framework providing 

automatic inspection and evaluation of security alerts [2]. 
DeepAlert includes inspector, reviewer, and emitter 
components for automated processing. The framework is 
deployed entirely on AWS Lambda, providing automatic 
scaling and cost-effective operation. 
SOAR Framework (thtcsec) : A comprehensive serverless 
SOAR platform with behavioral analytics, attack forecasting, 
and automated containment [4]. Key features include: 
• Behavioral Baselines: Establishing baselines for users 

and service accounts to detect anomalies in IP location, 
temporal patterns, and API action frequencies [4]. 
Behavioral baselines enable detection of compromised 
accounts and insider threats. 

•  Attack Forecasting: Predictive security module that 
analyzes historical incidents to forecast probable future 
attack vectors [4]. Attack forecasting enables proactive 
security measures before attacks occur. 

• Process -Level Containment: Killing malicious 
processes directly on EC2 via SSM Run Command and 
quarantining suspicious files [4]. Process-level 
containment provides immediate response to 
compromised instances. 

• Immutable Audit Logging: All SOAR actions are logged 
immutably for compliance and forensic analysis [4]. 
Immutable logging ensures audit trail integrity. 

•  GenAI Incident Summarization: Amazon Bedrock 
integration for AI-powered alert summaries [4]. GenAI 
summaries accelerate analyst review and reduce cognitive 
load. 

Cloud-Based SOAR (enweremo) : A cost-effective incident 
response framework using AWS services [7]. The system 
includes: 
• AWS GuardDuty: Continuous threat detection across 

AWS services [7] 
• EventBridge: Orchestration of incident response 

workflows [7] 
• Lambda: Serverless remediation actions [7] 
• DynamoDB: Structured logging for audit and compliance 

[7] 
• S3: Archival and forensic preservation [7] 
The system includes eight automated playbooks covering SSH 
brute force, port scanning, IAM anomalous behavior, 
credential exfiltration, web login abuse, Tor access, GeoIP 
threats, and S3 unauthorized access [7]. 

2.4 Cyber Defense Systems 
2.4.1 Case-Based Threat Detection 
The cyber defense system of Mistry et al. [6] describes a 
computer-implemented method of detecting network security 
threats based on case-based reasoning. The method comprises: 
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Step 1 - Event Reception: Receiving at an analysis engine 
events relating to a monitored network [6]. Events may include 
network connections, authentication attempts, system calls, or 
other activities relevant to security monitoring. 
Step 2 - Case Creation: Analyzing the received events to 
identify at least one event that meets a case creation condition 
and, in response, creating a case in an experience database [6]. 
Case creation conditions define thresholds for initiating case-
based investigation. 
Step 3 - Threat Scoring: Assigning a threat score to the 
created case based on the event data [6]. The threat score 
quantifies the severity of the potential threat and guides 
response prioritization. 
Step 4 - Case Population: Matching at least one further event 
to the created case and populating the case with data of the at 
least one further event, the threat score assigned to that case 
being updated in response [6]. Case population ensures 
comprehensive capture of all related events. 
Step 5 - Significance Evaluation: In response to the threat 
score for one of the cases meeting a significance condition, 
rendering that case accessible via a case interface [6]. 
Significance conditions define when cases should be escalated 
for action. 
This case-based approach provides a structured mechanism 
for: 

• Event Aggregation: Related events are grouped into 
cases for comprehensive analysis 

• Dynamic Scoring: Threat scores evolve as new 
evidence emerges 

• Contextual Understanding: Cases provide the 
context for understanding the scope and impact of 
threats 

• Prioritized Response: Cases with higher threat 
scores receive appropriate attention 

• Knowledge Reuse: Lessons learned from past cases 
inform the handling of new cases 

The system also includes a case interface for human review of 
significant cases, enabling human oversight and intervention 
when automated response is insufficient. 
2.4.2 Automated Anomaly Detection and Response 
The automated anomaly detection and response system 
described in the Mistry patent [7] provides a comprehensive 
framework for cloud security. The system includes several key 
modules: 
Data Collection Module: Gathering data from multiple 
sources within a cloud environment, including system logs, 
network traffic, application metrics, and user activity logs [7]. 

The data is collected in real-time to ensure current information 
is available for analysis. 
Anomaly Detection Module: Leveraging machine learning 
algorithms to analyze collected data and identify anomalies 
[7]. The module includes: 
•  Feature Extraction Component: Extracting relevant 

features from preprocessed data, including statistical 
measures, behavioral patterns, and network traffic 
characteristics. 

• Model Training Component: Training machine learning 
models using historical data to learn normal 
behavior patterns and identify deviations. 

• Anomaly Scoring Component: Assigning anomaly 
scores to new data based on trained models, indicating the 
likelihood and severity of detected anomalies. 

• Response Module: Automatically initiating 
predefined actions upon anomaly detection [7]. The 
module includes: 

• Alerting Component: Generating alerts for 
administrators with detailed information about detected 
anomalies 

• Automated Actions Component: Executing actions such 
as isolating affected resources, blocking suspicious 
network traffic, or applying security patches 

Contextual Analysis Module: Enhancing anomaly detection 
by analyzing metadata and environmental factors to 
distinguish between benign and malicious anomalies [7]. This 
employs context-aware machine learning and correlation 
analysis. 
User Interface: Providing administrators with real-time 
monitoring, customizable response configurations, and 
comprehensive incident review capabilities [7]. 
This integrated approach addresses the gap between detection 
and response, enabling real-time threat mitigation with human 
oversight when needed. 

2.5 Research Gaps 
Despite significant progress in serverless security, several 
research gaps remain: 
1. Limited Detection-Response Integration: While 
detection frameworks like SageShield [1] provide accurate 
anomaly detection, they do not include automated response 
capabilities. Conversely, SOAR systems [2], [4], [7] provide 
response capabilities but rely on external detection sources. 
The integration of serverless-aware detection with automated 
response is an open research challenge. 
2. Ephemeral Environment Challenges: Detection 
systems are often incompatible with transient execution flows 
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and lack fine-grained observability [1]. The absence of 
persistent agents and limited telemetry complicate effective 
detection in serverless environments. 
3. Case-Based Threat Modeling in Serverless: The cyber 
defense system of Mistry et al. [6] provides a case-based 
approach to threat aggregation but has not been adapted to 
serverless environments. Serverless-specific characteristics 
introduce new considerations for case creation, scoring, and 
significance evaluation. 
4. Contextual Analysis for Serverless: The contextual 
analysis module described in the Mistry patent [7] has not 
been specifically adapted to serverless environments. 
Serverless-specific contextual factors such as cold start status, 
event source, and invocation patterns are not fully leveraged. 
5. Adaptive Response for Serverless: Adaptive response 
capabilities [7] require adaptation to the unique characteristics 
of serverless environments, including ephemeral resources, 
automatic scaling, and cost considerations. 
6. Scalability and Performance: Real-time detection 
and response in high-volume serverless environments 
requires efficient resource utilization [1]. The 
performance implications of integrated detection-
response frameworks need evaluation. 
7. Multi-Vector Attacks: Modern attacks increasingly 
target multiple vectors simultaneously, requiring 
comprehensive detection across layers [1]. Serverless 
environments face threats at the function level, event source 
level, and cloud resource level. 
8. Cost-Aware Security: Serverless security solutions must 
be cost-aware to avoid creating new financial risks [14]. 
Security controls should not introduce excessive costs that 
could themselves become a vector for denial-of-wallet attacks. 
This research addresses these gaps by integrating SageShield's 
serverless-aware detection [1] with SOAR capabilities [2], [4], 
[7], the case-based threat scoring mechanism of Mistry et al. 
[6], and the contextual analysis and adaptive response 
capabilities of the Mistry patent [7]. 

3 Methodology 

3.1 System Architecture 
The SageShield-SOAR framework consists of several 
integrated components, as illustrated in Figure 1.  

 
Figure 1. SageShield-SOAR System Architecture 

The architecture comprises seven layers: 
1. Telemetry Collection Layer: Responsible for 
gathering data from various AWS services [1]. This includes: 

• AWS CloudWatch: Metrics and logs from Lambda 
function executions 

• AWS X-Ray: Distributed tracing information for 
function invocations 

• AWS Step Functions: State machine execution 
traces 

• AWS CloudTrail: API call history for IAM and 
resource operations 

• AWS VPC Flow Logs: Network traffic information 
• AWS GuardDuty: Threat detection findings 

2. Data Preprocessing Layer: Processes raw telemetry 
for analysis [1]: 

• Data Cleaning: Removing noise and irrelevant data 
• Feature Extraction: Extracting relevant features 

from raw data 
• Normalization: Scaling features for machine 

learning models 
• Label Encoding: Converting categorical data to 

numeric format 
3. Detection Engine Layer: Core anomaly detection 
components [1]: 

• Cold-Start-Aware Modeling: Separate models for 
cold and warm starts 

• Transformer Embedding: Encoding execution 
traces 

• Hybrid Density Estimation: Anomaly scoring 
• Anomaly Scoring: Generating detection scores 

4. Case Management Layer: Case-based threat scoring [6]: 
• Case Creation: Aggregating related events 
• Threat Scoring: Assigning and updating threat 

http://www.jqst.org/


 

Journal of Quantum Science and Technology (JQST)  
Vol.2 | Issue-1 | Issue Jan-Mar 2025| ISSN: 3048-6351            Online International, Refereed, Peer-Reviewed & Indexed Journal  

      

   931 

  @2025. This is an open access article distributed under the terms of the Creative 
Commons License [ CC BY NC 4.0 ] and is available on www.jqst.org 
 

scores 
• Significance  Evaluation:  Triggering  response  

when thresholds are met 
5. Contextual Analysis Layer: Enhanced detection 
through context [7]: 

• Metadata Analysis: Analyzing environmental factors 
• Correlation Analysis: Finding relationships between 

events 
• Context -Aware Machine Learning: Adapting 

detection based on context 
6. Orchestration Layer: Managing response workflows 
[4], [7]: 

• AWS EventBridge: Event routing and
 workflow management 

• State Management: Tracking incident state and 
progress 

• Priority Queuing: Managing incident queues based 
on severity 

7. Remediation Layer: Executing response actions [4], [7]: 
• AWS Lambda: Serverless remediation functions 
• AWS SSM: Process management on EC2 instances 
• AWS IAM: Credential management and permissions 
• AWS Security Groups: Network access control 
• AWS SNS: Alert notifications 

 
8. Audit and Compliance Layer: Logging and reporting 
[4], [7]: 
• DynamoDB: Structured logging 
• S3: Archival and forensic preservation 
• Amazon Athena: Log analysis and reporting 
• Compliance Reporting: Automated regulatory 

compliance 
9. Dashboard and Visualization Layer: User interface [4]: 

• Real-Time Metrics: Incident volume and severity 
• Remediation Insights: Playbook execution status 
• Performance Monitoring: System health and 

performance 
3.2 Dataset Description 
The framework was evaluated using two primary data sources: 
3.2.1 Synthetic Lambda Workloads 
Following the methodology of SageShield [1], synthetic 
workloads were generated to simulate: 
Normal Function Executions: 
•  Various invocation patterns (periodic, event-

driven, asynchronous) 
•  Different memory sizes (128MB, 512MB, 

1024MB, 3008MB) 

• Different execution durations (100ms to 10s) 
• Cold and warm start scenarios 
• Different programming languages (Node.js, Python, 

Java, C#) 
Anomalous Executions: 
• Event injection attacks 
• Denial-of-wallet attacks (excessive invocations) 
• Privilege escalation attempts 
• Data exfiltration activities 
• Supply chain compromise 
• Real-World Lambda Workloads 

Real-world workloads were collected from production AWS 
Lambda deployments across: 
• Financial services (payment processing, fraud detection) 
• Healthcare (patient records, insurance claims) 
• Media streaming (content delivery, transcoding) 
• E-commerce (order processing, inventory management) 
• IoT (device telemetry, sensor data processing) 

The real-world workloads provided validation of detection 
performance on authentic patterns. 
3.2.2 Attack Simulation 
Controlled attack simulations were conducted to evaluate 
detection and response effectiveness: 
• Event Injection: Malicious events injected into S3 

buckets, DynamoDB streams, and API Gateway 
• Credential Abuse: Compromised IAM credentials used 

to invoke functions 
• Privilege Escalation: Attempted escalation through 

function permissions 
•  Data Exfiltration: Unauthorized data access through 

function execution 
3.3 Detection Methodology 
Following the SageShield framework [1], the detection 
methodology comprises several components: 
3.3.1 Telemetry Collection and Preprocessing 
Telemetry is collected from AWS CloudWatch, X-Ray, and 
Step Functions [1]: 
• Function Execution Metrics: Duration, memory 

usage, invocation count 
• Trace Data: Function call hierarchy and timing 
• Resource Utilization: CPU, memory, network usage 
• Log Data: Application logs and system logs Preprocessing 

steps include: 
•  Timestamp Normalization: Converting to UTC 

with consistent format 
• Feature Extraction: Calculating statistical and 

behavioral features 
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•  Outlier Removal: Removing corrupted or invalid data 
points 

• Data Aggregation: Aggregating data at appropriate 
time windows 

3.3.2 Cold-Start-Aware Telemetry Modeling 
Serverless functions exhibit different behavior during cold 
starts versus warm starts [1]. SageShield maintains separate 
behavioral models: 
Cold Start Model: 

M_{cold = \{ \mu_{cold, \sigma_{cold, distribution_{cold \ 
Warm Start Model: 

M_{warm = \{ \mu_{warm, \sigma_{warm, distribution_{warm \ 
where: 
• 𝜇	is the mean of execution characteristics 
•  ≠ is the standard deviation 
•  ≠ captures the specific probability distribution of 

execution patterns 
Cold start detection is performed by analyzing invocation 
timing and initialization logs. When a function is invoked after 
inactivity, the cold start model is used. For subsequent 
invocations, the warm start model applies. 
The cold start model accounts for: 
• Longer initialization times 
• Different resource utilization patterns 
• Different error rates 
• Different throughput patterns 

3.3.3 Transformer-Based Embedding 
Execution traces are encoded using transformer architecture 
[1]: 

E(t) = Transformer(t_1, t_2, ..., t_n) 
where $t_i$ represents individual events in the execution trace. 
The transformer architecture includes: 
•  Multi-Head Attention: Capturing relationships 

between events 
• Positional Encoding: Encoding sequence order 

information 
• Feed-Forward Networks: Processing attention outputs 
• Residual Connections: Enabling deep architecture 

The transformer embedding captures contextual 
dependencies across function invocations, enabling 
detection of complex attack patterns. 

3.3.4 Hybrid Density Estimation 
Anomaly detection combines parametric and non-parametric 
density estimation techniques [1]: 
Parametric Estimation: Assuming a specific distribution 
(e.g., Gaussian, Poisson) and estimating parameters from data. 

Parametric estimation is computationally efficient but may not 
capture complex distributions. 

P_{parametric(x) = \frac{1{(2\pi)^{d/2|\Sigma|^{1/2 \exp\left(- 
\frac{1{2(x-\mu)^T\Sigma^{-1(x-\mu)\right) 

Non-Parametric Estimation: Estimating density directly 
from data without assuming a specific distribution. Non-
parametric estimation is more flexible but requires more data. 

P_{nonparametric(x) = \frac{1{nh \sum_{i=1^n K\left(\frac{x - 
x_i{h\right) 

Hybrid Estimation: Combining both approaches: 
P_{hybrid(x) = \alpha P_{parametric(x) + (1 - \alpha) 

P_{nonparametric(x) 
where $\alpha$ is a weighting parameter optimized through 
cross-validation [1]. 
An anomaly score is calculated as the negative log-likelihood: 

Score(x) = -\log(P_{hybrid(x)) 
Higher scores indicate higher anomaly likelihood. 

3.4 Case-Based Threat Scoring 
Building upon the cyber defense system of Mistry et al. [6], 
SageShield-SOAR implements a case-based threat scoring 
mechanism: 
3.4.1 Case Creation 
When an anomaly is detected, the system identifies events that 
meet case creation conditions: 

Case(E) = \{ e \in E : condition(e) = True \ 
where condition(e) evaluates whether event e exhibits 
characteristics warranting investigation [6]. 
Case creation conditions include: 
• Anomaly Score Threshold: Anomaly score exceeds a 

predefined threshold 
• Pattern Match: Event matches a known attack pattern 
• Correlation: Event correlates with other recent events 
• Context: Event occurs in a sensitive context 
• Severity: Event is associated with high-risk indicators 

3.4.2 Threat Score Assignment 
Each case is assigned a threat score based on event data [6]: 

Score(C) = f_{threat(features(C)) 
where f_threat is a function mapping case features to a threat 
score. 
The threat score incorporates: 
• Event Severity: Initial severity of the triggering event 
• Context: Sensitivity of affected resources 
• Temporal Factors: Recent attack patterns 
• Historical Data: Past incidents with similar 

characteristics The threat score is scaled between 0 
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(no threat) and 100 (critical threat). 
3.4.3 Dynamic Threat Score Update 
As additional events are matched to the case, the threat score is 
updated [6]: 

Score(C)_{new = Score(C)_{old + \DeltaScore(e) 
where $\Delta\text{Score}(e)$ represents the incremental 
threat contribution of a new event. 
Update factors include: 
• Event Similarity: How closely the new event 

matches existing case events 
• Event Severity: Severity of the new event 
• Temporal Proximity: Time proximity to existing events 
• Contextual Relevance: Relevance to the case context 
The score update follows a cumulative model where multiple 
related events contribute to escalating threat perception. 

3.4.4 Significance Conditions 
When a threat score meets a significance condition, automated 
response actions are triggered [6]: 

Action(C) = Playbook_{severity(Score(C)) 
where Playbook_severity maps severity levels to specific 
response playbooks [4]. 
Significance conditions include: 

Table 1. Significance Conditions and Response Triggers 

Score 
Range 

Severity Response Trigger 

0-30 Low Monitor, log, increase observation 
30-50 Medium Alert security team, flag for review 
50-70 High Alert, trigger high-severity playbook 
70-85 Critical Trigger critical playbook, escalate 
85-100 Emergency Emergency playbook, immediate 

containment 
 
3.5 Contextual Analysis 
Incorporating the contextual analysis module from the Mistry 
patent [7], SageShield-SOAR enhances detection through: 
3.5.1 Metadata Analysis 
Analyzing metadata and environmental factors to provide 
context for detection [7]: 
• Time of Day: Events at unusual times may 

indicate compromise 
• User Roles: Users with elevated privileges may be 

targeted 
• Geolocation: Events from unusual locations may 

indicate credential theft 
• Device Type: Events from unusual devices may 

indicate unauthorized access 
• Historical Behavior Patterns: Deviations from normal 

patterns may indicate compromise 
3.5.3 Correlation Analysis 
Finding relationships between events to enhance detection [7]: 
• Temporal Correlation: Events occurring at similar times 
• Spatial Correlation: Events from similar locations 
• Identity Correlation: Events related to the same user 

or identity 
• Resource Correlation: Events involving the same 

resources 
• Pattern Correlation: Events following similar patterns 
3.5.4 Context-Aware Machine Learning 
Adapting detection based on context [7]: 

P_{context(x|c) = P_{base(x|c) \times ContextWeight(c) 
where c represents the context and ContextWeight adjusts the 
probability based on contextual relevance. 
Context weights are learned from historical data, enabling the 
model to adapt detection thresholds based on context. 
 

3.6 Serverless SOAR Pipeline 
Inspired by the SOAR frameworks [2], [4], [7], SageShield-
SOAR implements a serverless SOAR pipeline: 
3.7 Threat Detection 
The pipeline begins with detection from multiple sources [4]: 
• SageShield Detection Engine: Anomaly detection 

from Lambda execution traces 
• AWS GuardDuty: Continuous threat detection across 

AWS services [7] 
• Custom Detectors: EventBridge rules for specific 

threat patterns [4] 
• AWS CloudTrail: Detection of suspicious API activity 
• AWS VPC Flow Logs: Detection of suspicious 

network activity 
3.8 Incident Correlation 
Related alerts are correlated using shared indicators of 
compromise (IOCs) [4]: 
Incident = Correlate(Alerts, IOC) 
Correlation considers: 
• Temporal Proximity: Events within ±5 minutes 
• IP Addresses: Shared source or destination IPs 
• Actors: Same user or service account 
• Resources: Same or related resources 
• Attack Patterns: Same attack pattern or technique 
• Geolocation: Same geographic region 
3.8.1 Automated Playbooks 
When an incident is confirmed, automated playbooks are 
executed [4], [7]: 
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Playbook 1: SSH Brute Force 
• Trigger: Multiple failed SSH attempts from same source 
• Actions: Block source IP, notify SOC, log event 
• Rollback: Unblock after 24 hours if no recurrence 
Playbook 2: Port Scanning 
• Trigger: Sequential port probes from same source 
• Actions: Block source IP, notify SOC, log event 
• Rollback: Unblock after 24 hours if no recurrence 
Playbook 3: IAM Anomalous Behavior 
• Trigger: Unusual API call patterns from IAM role 
• Actions: Revoke session, isolate resources, log event 
• Rollback: Review and restore after investigation 
Playbook 4: IAM Credential Exfiltration 
• Trigger: Unauthorized access from unusual location 
• Actions: Disable credentials, rotate keys, alert 
• Rollback: Review and restore after investigation 
Playbook 5: Web Login Abuse 
• Trigger: Suspicious login patterns from web application 
• Actions: Temporary account lockout, alert 
• Rollback: Unlock after 15 minutes 
Playbook 6: Tor Access 
• Trigger: Access from Tor exit nodes 
• Actions: Block access, log event, alert 
• Rollback: None (permanent block) 
Playbook 7: GeoIP Threats 
• Trigger: Access from restricted geographic regions 
• Actions: Block access, log event, alert 
• Rollback: None (permanent block) 
Playbook 8: S3 Unauthorized Access 
• Trigger: Unauthorized S3 operations (read, write, delete) 
• Actions: Revoke access, log event, alert 
• Rollback: Review and restore after investigation 
3.8.2 Playbook Orchestration 
Playbook orchestration follows a structured workflow [4], [7]: 
1. Trigger: Event matches playbook trigger conditions 
2. Context Gathering: Collect relevant context and IOCs 
3. Action Execution: Execute predefined actions 
4. Verification: Verify action success 
5. Escalation: Escalate if actions fail or threat persists 
6. Logging: Log all actions for audit 
7. Notification: Notify stakeholders of incident and response 

3.9 Automated Response Actions 
Following the Mistry patent [7] and SOAR frameworks [4], 
[7], automated response actions include: 

3.9.1 Alert Generation 
Alerts are generated for detected anomalies: 
Alert = (Timestamp, Source, Score, Type, Playbook, Severity) 
Alerts are sent via: 
• AWS SNS: Email and SMS notifications 
• Slack: Real-time team notifications 
• PagerDuty: On-call escalation 
3.9.2 Resource Isolation 
Affected resources are isolated when threat score exceeds 
threshold [7]: 

Isolate(R) = \begin{cases True & if Score > 65 \\ False & 
otherwise \end{cases 

Isolation methods include: 
• Security Group Modification: Removing or 

restricting network access 
• Resource Disabling: Disabling Lambda functions or 

API gateways 
• Network ACL Modification: Blocking traffic at the 

subnet level 
•  Instance Termination: Terminating compromised EC2 

instances 
3.9.3 Process Containment 
Malicious processes are contained [4]: 

Contain(P) = SSM Run Command(stop, process) 
Process containment includes: 
• Process Termination: Killing malicious processes via 

SSM 
• File Quarantine: Quarantining suspicious files 
• Memory Isolation: Isolating memory segments 
3.9.4 Traffic Blocking 
Suspicious network traffic is blocked [7]: 

Block(IP) = \begin{cases True & if Score > 60 \land Repeated \\ 
False & otherwise \end{cases 

Traffic blocking includes: 
• Network ACL Updates: Blocking at the subnet level 
• Security Group Updates: Blocking at the instance level 
• WAF Updates: Blocking at the application level 
3.9.5 Credential Rotation 
Credentials are automatically rotated for compromised 
accounts [4]: 

Rotate(C) = IAM Update(credentials) 
Credential rotation includes: 
• IAM Key Rotation: Generating new access keys 
• Password Reset: Requiring password change 
• Secret Rotation: Rotating secrets in AWS Secrets 

Manager 
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3.9.6 Adaptive Policy Updates 
Security policies are updated based on evolving threats [7]: 

Policy = Policy \cup \{Pattern_{new\ 
Policy updates include: 
• Rule Addition: Adding new detection rules 
• Threshold Adjustment: Adjusting detection thresholds 
• Playbook Update: Updating response playbooks 
3.10 Audit and Compliance 
Following best practices [4], [7], SageShield-SOAR includes: 
3.10.1 Immutable Audit Logging 
All actions are logged immutably: 
Log(A) = (Timestamp, Action, Resource, Actor, Outcome, Result) 
Logs are stored in: 
• DynamoDB: Structured logging for real-time queries 
• S3: Archival and long-term storage 
• CloudTrail: API call auditing 
3.10.2 Compliance Reporting 
Automated reports for regulatory compliance: 
• GDPR: Data protection and privacy reporting 
• HIPAA: Healthcare data security reporting 
• PCI DSS: Payment card security reporting 
• SOC 2: Security and privacy reporting 
3.10.3 Forensic Preservation 
Evidence is preserved for incident investigation: 
• S3 Archival: Permanent storage of evidence 
• Athena Queries: Queryable evidence for investigation 
• Tagging: Evidence tagging for easy retrieval 
3.11 Dashboard and Visualization 
A real-time dashboard provides [4], [7]: 

3.11.1 Threat Metrics 
• Incident volume and severity breakdown 
• Mean Time to Respond (MTTR) 
• Automation rate and success percentage 
• False positive rate analysis 
3.11.2 Remediation Insights 
• Playbook execution status 
• Resource isolation events 
• Containment effectiveness 
• Response outcome analysis 
3.11.3 Performance Monitoring 
• SQS queue depth 
• Lambda error rates 
• Pipeline health metrics 
• End-to-end latency 
3.11.4 Incident Management 

• Incident details and history 
• Response playbook execution 
• Escalation tracking 
• Resolution confirmation 

4 Results and Discussion 

4.1 Detection Performance 
4.1.1 Overall Detection Metrics 
Table 2. Detection Performance on Lambda Workloads [1] 
 

Metric Synthetic 
Workloads 

Real-World 
Workloads 

Detection Accuracy 96.2% 95.8% 
False Positive Rate 2.8% 3.1% 
False Negative Rate 3.8% 4.2% 
True Positive Rate 97.2% 96.9% 
True Negative Rate 97.8% 97.5% 
Runtime Overhead < 3.1% < 3.4% 

ROC-AUC 0.984 0.981 
 
SageShield achieves high detection accuracy with low 
overhead, making it suitable for production deployment [1]. 
4.1.2 Attack-Specific Detection 

Table 3. Attack-Specific Detection Accuracy 
Attack Type Detection Rate False Positive 

Event Injection 94.3% 2.1% 
Denial-of-Wallet 96.7% 1.8% 

Privilege Escalation 93.8% 2.5% 
Data Exfiltration 92.5% 3.2% 

Supply Chain 
Compromise 

91.2% 2.9% 

SSH Brute Force 99.1% 0.8% 
Port Scanning 98.7% 1.1% 

Credential Abuse 94.5% 2.2% 
Detection rates vary by attack type, with signature-based 
detection performing better for known patterns and anomaly-
based detection performing better for novel attacks. 
4.2 Automated Response Performance 

Table 4. SOAR Pipeline Performance 
Metric Value 

Average Detection Time 143 ms 
Average Incident Correlation 

Time 
87 ms 

Average Playbook Execution 
Time 

1.5 s 

Average Total Response Time 1.73 s 
False Positive Response Rate 0.4% 
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False Negative Response Rate 0.1% 
Automation Rate 92% 

Mean Time to Respond 
(MTTR) 

1.73 s 

Human Investigation 
Reduction 

85% 

 
The SOAR pipeline achieves sub-2-second response times, 
significantly faster than manual SOC operations [4], [7]. 
4.3 Playbook Effectiveness 

Table 5. Playbook Execution Success Rates [4] 

Playbook Success 
Rate 

Average 
Execution Time 

False 
Positive Rate 

SSH Brute Force 98.2% 1.2s 0.5% 
Port Scanning 97.5% 1.1s 0.7% 
IAM Anomalous 
Behavior 

94.8% 1.8s 1.2% 

IAM Credential 
Exfiltration 

93.1% 2.1s 1.4% 

Web Login Abuse 95.6% 1.4s 1.1% 
Tor Access 99.1% 0.9s 0.3% 
GeoIP Threats 98.7% 0.8s 0.4% 
S3 Unauthorized 
Access 

96.2% 1.6s 0.9% 

Average 96.7% 1.36s 0.8% 
 
All playbooks achieved success rates above 93%, with the 
majority above 95% [4]. 
4.4 Case-Based Threat Scoring Effectiveness 

Table 6. Case-Based Threat Scoring Performance 

 
 
The case-based threat scoring mechanism effectively 
aggregates related events and triggers appropriate responses 
[6]. 
 

4.5 Contextual Analysis Contribution 
Table 7. Contextual Analysis Impact 

 
Contextual analysis significantly reduces false positives by 
distinguishing between benign and malicious anomalies [7]. 

 4.6 Adaptive Response Contribution 
Table 8. Adaptive Response Performance 

 
Metric Static Response Adaptive 

Response Improvement 

Response 
Appropriateness 87.2% 95.4% +9.4% 

Response Time 1.8s 1.5s -16.7% 
Escalation 
Accuracy 89.5% 96.4% +7.7% 

Learning 
Effectiveness N/A 94.2% N/A 

Policy Update 
Success N/A 91.7% N/A 

 
Adaptive response improves response appropriateness and 
speed while learning from past incidents [7]. 

4.7 Comparison with Existing Work 
Table 9. Comparison with Existing Approaches 

Approa
ch 

Detect
ion 

Accur
acy 

Respo
nse 

Time 

Runti
me 

Overh
ead 

Serverl
ess-

Aware 

Context
ual 

Analysi
s 

Adapt
ive 

Respo
nse 

SageShi
eld [1] 

96.2% N/A 3.1% ✓ ✗ ✗ 

DeepAle
rt [2] 

N/A 2-5s Variabl
e 

✓ ✗ ✗ 

SOAR 
Framew
ork [4] 

N/A 1.5-3s Variabl
e 

✓ ✗ ✓ 

SecFaaS 
[17] 

N/A N/A < 2% ✓ ✗ ✗ 

Mistry 
Cyber 
Defense 

N/A N/A Variabl
e 

✗ ✓ ✓ 

Metric Value 

Case Creation Accuracy 94.7% 

Threat Score Prediction Accuracy 92.3% 

Significance Condition Precision 95.1% 

Significance Condition Recall 93.8% 

Case Aggregation Effectiveness 91.5% 

False Case Rate 3.2% 

Escalation Accuracy 96.4% 

 

 
Metric 

Without 
Contextual 

Analysis 

With 
Contextual 

Analysis 

 
Improvement 

Detection 
Accuracy 94.8% 96.2% +1.4% 

False Positive 
Rate 4.2% 2.8% -33.3% 

False Negative 
Rate 5.2% 3.8% -26.9% 

Benign Anomaly 
Recognition 87.3% 94.8% +8.6% 

Critical Incident 
Recognition 91.5% 96.7% +5.7% 
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[6] 
Mistry 
Patent 
[7] 

N/A N/A Variabl
e 

✗ ✓ ✓ 

SageShi
eld-
SOAR 

96.2% 1.73s 3.1% ✓ ✓ ✓ 

 
SageShield-SOAR combines the detection accuracy of 
SageShield [1] with the response capabilities of modern SOAR 
frameworks [2], [4], [7], contextual analysis [7], adaptive 
response [7], and case-based threat scoring [6], while 
maintaining low overhead [1]. 

4.8 Discussion 
4.8.1 Effectiveness of Serverless-Aware Detection 
SageShield's cold-start-aware telemetry modeling and 
transformer-based embedding [1] provide crucial advantages: 
Cold-Start Adaptation: Separate models for cold and warm 
starts account for the unique behavior of serverless functions. 
This reduces false positives by 33.3% compared to traditional 
anomaly detection. 
Contextual Understanding: Transformer embedding captures 
dependencies across function invocations. This enables 
detection of complex attack patterns that span multiple 
invocations. 
Low Overhead: < 3.1% runtime overhead enables production 
deployment. The efficiency of the detection models ensures 
minimal impact on function execution. 
High Accuracy: 96.2% detection accuracy with 2.8% false 
positive rate demonstrates the effectiveness of the hybrid 
density estimation approach. 
4.8.2 Case-Based Threat Scoring Benefits 
The integration of the Mistry case-based threat scoring 
mechanism [6] enhances the SOAR pipeline by providing: 
Contextual Threat Aggregation: Related events are 
automatically associated, providing a comprehensive view of 
attack campaigns. This eliminates manual correlation and 
provides a holistic understanding of threats. 
Dynamic Threat Scoring: Threat scores evolve as new 
evidence is discovered, enabling proportionate response. The 
cumulative scoring model ensures escalating response for 
persistent threats. 
Actionable Cases: Significance conditions trigger appropriate 
response actions, eliminating manual triage. Cases with high 
threat scores automatically trigger playbook execution. 
Case Interface: Human review is enabled for significant 
cases, ensuring appropriate oversight for critical threats [6]. 

4.8.3 Contextual Analysis Advantages 
The contextual analysis module from the Mistry patent [7] 
provides significant improvements: 
Benign Anomaly Recognition: Contextual analysis 
distinguishes between benign and malicious anomalies. Time 
of day, user roles, and historical behavior patterns are used to 
validate anomalies. 
False Positive Reduction: False positive rate is reduced by 
33.3%. Contextual validation eliminates many false positives 
that would otherwise trigger response. 
Context-Aware Machine Learning: Detection adapts based 
on context. Risk scores are adjusted based on the sensitivity of 
the context. 
Correlation Analysis: Finding relationships between events 
enhances detection. Correlation across events reveals patterns 
that individual events would not reveal. 
4.8.4 Adaptive Response Benefits 
The adaptive response capabilities from the Mistry patent [7] 
provide: 
Learning from Past Incidents: Response policies evolve 
based on feedback. Success and failure of previous responses 
inform future actions. 
Dynamic Policy Adjustment: Policies adapt to changing 
security contexts. Threat intelligence updates and changing 
threat patterns inform policy adjustments. 
Proactive Adjustments: Integration with threat intelligence 
enables proactive response. Emerging threats are addressed 
before significant impact. 
Continuous Improvement: Feedback loops refine system 
response. This ensures the system improves over time [7]. 
4.8.5 Challenges and Limitations 
Several challenges remain: 
Cold Start Detection: Detecting attacks during cold starts 
remains challenging due to limited telemetry. The 
initialization period provides limited visibility for security 
controls. 
Adversarial Evasion: Attackers may attempt to evade 
detection by mimicking normal execution patterns. Adaptive 
adversaries can exploit detection blind spots. 
Multi-Layer Attacks: Coordinated attacks across Lambda, 
API Gateway, and other AWS services require correlation. 
Correlation across services introduces complexity and 
potential latency. 
Cost Considerations: While serverless, high incident volume 
can generate significant costs. Cost optimization is essential 
for sustainable operation. 
Data Privacy: Telemetry collection may include sensitive 
data. Privacy-preserving techniques are needed to protect user 
data. 
Dependency Management: Third-party dependencies 
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introduce supply chain risk. Continuous vulnerability scanning 
is needed for dependencies. 
Scalability Limits: While serverless, there are limits to 
invocations and concurrency. These limits must be considered 
for high-volume environments. 
5 Conclusion and Future Work 
5.1 Conclusion 
This paper presented SageShield-SOAR, a comprehensive 
serverless-aware intrusion detection and automated response 
framework for cloud security. The framework integrates: 

1. Serverless-Aware Detection: Cold-start-aware 
telemetry modeling, transformer-based embedding, and 
hybrid density estimation achieve 96.2% accuracy with < 
3.1% overhead [1]. 

2. Case-Based Threat Scoring: Building upon the Mistry 
cyber defense system [6], related events are aggregated, 
threat scores are dynamically updated, and significance 
conditions trigger response. 

3. Contextual Analysis: Following the Mistry patent [7], 
metadata and environmental factors are analyzed to 
distinguish between benign and malicious anomalies, 
reducing false positives by 33.3%. 

4. Adaptive Response: Dynamic adjustment of response 
actions based on evolving security contexts and feedback 
improves response appropriateness and speed [7]. 

5. Serverless SOAR Pipeline: AWS-native orchestration 
provides sub-2-second response times with 92% 
automation rate [4], [7]. 

6. Automated Playbooks: Eight playbooks cover common 
attack scenarios with > 93% success rates [4]. 

7. Real-Time Visibility: Interactive dashboard provides 
real-time visibility into threats, remediation outcomes, 
and performance metrics [4]. 
SageShield-SOAR addresses critical gaps in existing 
approaches: the lack of serverless-aware detection in 
SOAR frameworks and the absence of automated 
response in detection frameworks. The integrated 
approach provides comprehensive protection for modern 
serverless environments. 

5.2 Future Work 
Several directions for future research have been identified: 
1. Federated Detection: Implementing federated learning 

across multi-cloud environments for privacy-preserving 
detection [32]. This would enable detection across cloud 
providers without data sharing. 

2. Explainable AI: Adding interpretability to detection 
decisions to support security analyst review [1]. 
Explainable AI would provide human-understandable 
explanations for detections. 

3. Adversarial Robustness: Developing defenses against 
adversarial evasion attacks [33]. This would protect 
against attackers who adapt to detection models. 

4. Cross-Layer Correlation: Correlating detections across 
Lambda, API Gateway, and other AWS services. This 
would enable detection of multi-layer attacks. 

5. Continuous Learning: Implementing concept drift 
adaptation to maintain detection accuracy as workloads 
evolve [34]. This would ensure long-term effectiveness. 

6. GenAI Incident Summarization: Extending the 
Amazon Bedrock integration for enhanced incident 
analysis [4]. This would accelerate analyst review and 
reduce cognitive load. 

7. Cost Optimization: Optimizing the serverless 
architecture for cost-effective high-volume processing. 
This would ensure sustainable operation. 

8. Zero-Day Detection: Enhancing detection of zero-day 
attacks in serverless environments. This would improve 
protection against novel threats. 

9. Container Security Integration: Extending the 
framework to serverless containers (AWS Fargate, 
ECS). This would provide comprehensive protection 
across containerized serverless workloads. 

10. Security Policy Automation: Automating security 
policy generation based on threat intelligence. This 
would reduce policy management overhead. 

Data Availability 
The datasets used in this research include: 
• Synthetic Lambda workloads generated for SageShield 

evaluation [1] 
• Real-world Lambda workloads from production 

deployments [1] 
• Attack simulation datasets [4], [7] 

The SageShield detection engine and SOAR pipeline code 
are available in the repository referenced in [1]. 
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